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Truth from the sewage: are we flushing
privacy down the drain?

Bart van der Sloot”

Abstract

Wastewater is a new source of information being harvested in the fight against a wide
range of phenomena, such as cancer, drug production, and Covid19. Law enforcement
agencies monitor sewage systems to locate buildings where XTC and amphetamines are
produced. Smart toilets allow citizens to analyse their faeces for prevalent diseases.
National Health Institutes monitor wastewater to alert them of early virus outbreaks. Given
the wealth of information that can be harvested, sewage monitoring might become one of
the most common and invasive forms of surveillance in the coming years. Although
potentially problematic in light of the right to privacy and data protection, it is unclear
whether and to what extent the various forms of sewage monitoring would fall under the
material scope of these rights. In addition, if they would, the question is whether they
would be prohibited or would meet the various requirements entailed in the relevant legal
instruments.
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1. Introduction

Sewage monitoring is not entirely new and the information that can be extracted from
wastewater® has grown exponentially in recent years. Wastewater has been filtered for
decades, both to prevent environmental harm by filtering dangerous fluids such as acids
from the water before being discharged in a river or ocean and to prevent health risk to
citizens by cleaning water before it is recycled as tap water. Wastewater facilities monitor
water quality constantly to assess whether water should be purified. New techniques and
sensors have been introduced that can measure various types of substances in the water.
On a population level, this can yield information about drug and medicine use,

" Associate Professor, Tilburg Institute for Law, Technology and Society (TILT), Tilburg University.

1 For the purposes of this paper, wastewater will broadly refer to anything that is disposed of through
the sewage, and to a lesser extent, to liquids or materials that are disposed by drainage to rivers or
other natural waters.
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environmental pollution, and about health and dietary trends.? Through data analysis,
alarm can be raised when a nearby factory has leaked dangerous substances in the
environment, when XTC? production is significantly higher in certain areas than in others,
or when virus outbreaks are visible in the wastewater of specific cities.* In addition,
monitoring technologies have become increasingly precise. Sewage monitoring is no longer
limited to assessing the wastewater of neighbourhoods, cities, or larger areas. Robots
enable authorities to analyse wastewater releases under specific facilities and buildings,
including private dwellings.

This phenomenon raises many complex issues in light of the right to privacy and data
protection. For example, to which point is the sewage to be considered part of a person’s
home; are water samples containing peoples’ stool to be considered biometric and
identifiable personal data; are faeces protected under the concept of bodily integrity; and
to what extent can untargeted sewage monitoring be likened to mass surveillance on the
internet? In addition, there are questions on the legitimacy of the various types of sewage
monitoring. For example, there is often a complex web of players involved. Municipalities
manage and control sewages under cities and wastewater facilities are often private
organisations. Moreover, law enforcement agencies and National Health Institutes are
public sector departments, and sewage systems are often partly owned by citizens or
housing associations. A key question is, which organisation has authority to conduct
sewage analysis and to what extent can they share and re-use the data therein for different
purposes?

This article will introduce the reader to the aforesaid and other questions. Section 2
describes the various forms of sewage monitoring. Section 3 discusses the material scope
of the rights to privacy and data protection vis-a-vis sewage monitoring. Section 4 analyses
the legitimacy of several applications and use cases and section 5 will provide a conclusion.
The goal of this article is to provide a preliminary overview of this new technology and
introduce the reader to the many difficult legal questions that are raised by the various
forms of sewage monitoring.

2. Sewage monitoring

In its most basic form, sewage monitoring is used for measuring environmental pollution
and its origins. ‘Sewage are the method used to check on hazardous release of gaseous
components into the environment in areas. Due to natural decomposition it often leads to
production of toxic gases. These gases can be poisonous if inhaled for a long period of
time.”> Wastewater analysis can be used, inter alia, for ‘quality controls in a river, aqua
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culture outlets or “off shore” fish cages’,® to prevent industrial waste leakages from
entering water used to irrigate farm lands or to ensure that tap water is clean and can be
consumed without danger.”

Currently, sewage monitoring is deployed as a way to map Covid19 and detect early
outbreaks as excrement may contain traces of the virus or antibodies produced by the body
even before the patient shows signs of iliness. In addition, so called asymptomatic patients,
patients that show no outward symptoms of the disease, can be mapped. The technique
for tracing particles is becoming increasingly precise. ‘We estimate if there’s one person
infected in a population of 10 000, we can pick it up—it’s that sensitive.”® However, had
sewage monitoring been used earlier, outbreaks might have been prevented. For example,
analysing wastewater from Italian cities indicates that SARS-CoV-2, responsible for
Covid19, was already present on December 18, 2019, in cities such as Turin and Milan,
more than two months before the first outbreaks were reported on February 21, 2020.°
Not surprisingly, many countries are investing in this type of sewage monitoring.° Not only
is this form of monitoring considered effective, precise and relatively cheap, it is also
understood to be ‘a non-invasive warning approach to alert communities to new COVID-19
infections, given that most people will not be tested.”** Yet, in comparison, the method of
normal Covid-19 tests, is to penetrate citizens’ throat and/or nose with a cotton swab, but
such bodily penetration is not needed with sewage monitoring.

These applications fit into the broader trend to analyse biomarkers in sewage water for
population health screenings, or what is called ‘sewage epidemiology’.** Certain types of
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viruses can be detected easily in sewage water,* so can nutrient inputs,’* pathogens,*
pharmaceuticals, and antibiotics.’® In addition, ‘analyses of sewage samples have the
potential to be used for population-level surveillance of antibiotic-resistant pathogens in a
cost-efficient way. The approach might then complement current monitoring systems by
resolving some of the problems associated with the limited sampling in clinical praxis and
be applied to provide antibiotic resistance data and possibly guide empirical treatment
recommendations in countries and regions where surveillance is currently very scarce or
completely lacking.”*” Yet, wastewater analysis can also point to underlying causes of
diseases, ill-health, dysfunction, stress, trauma, or injury, and xenobiotics, such as nutritive
constituents, active pharmaceutical ingredients, and contaminants in food.!® Moreover,
sewage monitoring is ‘currently being used to provide more current monitoring data on
community-wide use of illicit drugs, drugs of abuse, tobacco, and alcohol.”*®

Many smart city projects and living labs analyse population and individual health through
sewage surveillance.?’ For example, the MIT Underworlds project’s?* slogan is ‘A vast
reservoir of information on Human Health and Behaviour Lives in our Sewage. And this

13 Meleg, E., Banyai, K., Martella, V., Jiang, B., Kocsis, B., Kisfali, P., ... & Sz(ics, G. (2008). Detection and
quantification of group C rotaviruses in communal sewage. Applied and environmental
microbiology, 74(11).
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wastewater irrigation on antibiotic resistance in the soil microbiome. Environmental Science and
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resource is untapped.” ‘Rather than sampling sewage downstream at the wastewater
treatment plant, Underworlds samples upstream throughout the sewage network in the
city to develop individual readings of particular neighborhoods.’? This is done by having
robots enter the sewage system and monitoring the wastewater under specific premises
or neighbourhoods. The promise of the ‘smart sewage’ is that it could impact the way non-
communicable diseases are studied because biomarkers for diseases such as obesity and
diabetes can be measured at unprecedented scale and temporal resolution. Some of these
robots are now equipped with ‘Intelligent Real Time Diagnostic System’ that allow for real
time analysis of excrement.?® Such systems may also be used, for example, to measure how
many citizens there are in a designated area or building.?* Ultimately, if biomarkers and
excrement are processed on an individual level, they may track individuals’ eating pattern,
whereabouts, and movements across the map.?

Like monitoring wastewater on a population level in smart cities, smart homes can be
equipped with a so-called ‘smart toilets’ to allow citizens to monitor their individual health.
The smart toilet is a toilet that can analyse stool for diseases, infections, and nutrient
diets.?® This can be done both by analysing liquids,?” as well as by analysing the gasses, and
odour, a person produces.?® Data analysis can be used for medical diagnostics and for
screening diseases such as diabetes mellitus, bladder infections, kidney failure,? or for
giving nutritional advices.® These types of toilets can also detect ‘who is using the toilet
from a fingerprint scanner on the flush handle, and “anal prints” — distinctive creases in the
lining of the anus, captured by video frames.”!
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Figure 1: clinical sewage surveillance?

When installed in public buildings, smart toilets could make a wealth of information about
individual citizens available to governmental organisations, restaurants, etc. Besides so
called ‘clinical sewage surveillance’,?® a new form of ‘criminal sewage surveillance’ is on the
rise; sewage monitoring can be used to detect illegal substances or waste material that are
residual to the production of drugs. In countries such as Germany, the Netherlands, and
Poland, illegal chemical drugs are increasingly produced by individuals in their homes,

32 picture taken from: Stumpf, M., Ternes, T. A., Wilken, R. D., Rodrigues, S. V., & Baumann, W. (1999).
Polar drug residues in sewage and natural waters in the state of Rio de Janeiro, Brazil. Science of the
total environment, 225(1-2), 135-141.

33 Barril, P. A., Giordano, M. 0., Isa, M. B., Masachessi, G., Ferreyra, L. J., Castello, A. A., ... & Nates, S.
V. (2010). Correlation between rotavirus A genotypes detected in hospitalized children and sewage
samples in 2006, Cérdoba, Argentina. Journal of medical virology, 82(7), 1277-1281.
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sheds, and barns.3* When drug production waste is flushed down the toilet, this might have
a significant environmental impact, might damage the sewage system itself and might
incapacitate water facilities when producing drinkable tap water. Criminal sewage
surveillance comes in various forms and degrees of precision.?® At the water treatment
facility, wastewater may be checked for substances. Usually, a wastewater facility
processes water from several areas and cities, so that general population information may
be obtained. For example, data analysis may indicate that drug consumption or production
of XTC is rising, while the speed of production of other designer drugs are declining. This
may inform law enforcement agencies when developing strategies and setting
investigatory priorities.

Sewages can be assessed on city, neighbourhood, or street level. This allows law
enforcement agencies to narrow down areas of drug production or consumption. If sewage
analysis of city A indicates high levels of drug waste, a more detailed map may be produced
to locate which neighbourhood(s) are most responsible. Subsequently, such analysis may
be done on street level, though what complicates matters is that for both drug
consumption and drug use, there is generally no constant flow of drug waste. For example,
with the production of chemical drugs, waste material may be flushed down the drain once
a week or even once a month, if reservoirs are big enough. That is why, if there is suspicion
about a specific home or facility being the locus of drug waste, robots may enter the
sewage to monitor wastewater directly under that home or facility.3® Besides these
targeted forms of sewage surveillance, sewage monitoring can also be applied in
untargeted ways. In this case, a robot floats in the sewage system permanently and when
receiving indicators of drug use or production, it will track the location of the source.3”

34 Skorvének, I., Koops, B. J., & Timan, T. (2019). Surveillance, Criminal Procedure, and Regulatory
Connection: the Case of Sewage Monitoring. Tilburg Law School Research Paper Forthcoming.

35 Skorvanek, I., Koops, B. J., & Timan, T. (2019). Surveillance, Criminal Procedure, and Regulatory
Connection: the Case of Sewage Monitoring. Tilburg Law School Research Paper Forthcoming.

36 http://micromole.eu/advanced-in/low-cost-sampling-and-storage-integrated-system/

37 http://micromole.eu/advanced-in/chemical-sensors-and-specificity/
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Figure 2: remote targeted sewage monitoring®®

3. Applicability of the right to data protection

The right to data protection is protected through Article 8 of the European Charter of
Fundamental Rights®® and is further specified in the General Data Protection Regulation
(GDPR).® Processing by law enforcement agencies is regulated through the so called Law
Enforcement Directive.*! It is clear that some forms of sewage surveillance will fall under
the material scope of the right to data protection, such as when person A lives alone and
installs a smart toilet in her home and her stool is analysed for nutrient advice or detection
of diseases before it enters the sewage. However, for most other scenarios, it is
substantially more difficult whether, and if so, to what extent this will be. This section will
touch upon a number of potential questions on the material scope of the right to data
protection vis-a-vis sewage monitoring.

38 http://micromole.eu/advanced-in/low-power-remote-monitoring/

39 Charter of Fundamental Rights of the European Union, 2012/C 326/02 < https://eur-
lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:12012P/TXT>.

40 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation).

41 Directive 2016/680 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data by competent
authorities for the purposes of the prevention, investigation, detection or prosecution of criminal
offences or the execution of criminal penalties, and on the free movement of such data, and
repealing Council Framework Decision 2008/977/JHA.
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First, when a smart toilet is installed in a home with more than one resident, the matter of
applicability already becomes more complex. Although smart toilets should be able to
determine which person is using the toilet on the basis of her ‘anal print’, the dark
equivalent of the “fingerprint’, it is currently unclear how precise this identification method
is and to what extent anal prints are as stable as fingerprints. ‘The device also has a built-
in recognition system to ensure the identity of the person using the toilet. This system is
based on the biological uniqueness of each person’s anal print, analogous to
dermatoglyphic characteristics or fingerprints that differ even in MZ twins. It was necessary
to have this feature in the event that a person using the toilet is not the person who flushes.
Features of the toilet are still being tested. An informative and fascinating addition to this
project would involve pairs of MZ [Monozygotic] and DZ [Dizygotic] twins. This would allow
searching for markers of genetically influenced diseases and determining whether the
device could distinguish the anal prints of MZ co-twins.”*? Currently, it is uncertain whether
this identification technique is sufficiently precise to consider the data obtained through it
‘personal data’ for the purposes of the GDPR, as it is developed by one research team
around the world only and no underlying data supporting its effectiveness and accuracy
have been produced. Yet, if sufficiently precise, either now or after further improvements
have been implemented, identification through anal prints may be a new and inescapable
form of gathering personal data.

Second, it should be kept in mind that faeces themselves are often unreliable individual
identifiers. This is because their substance changes according to a person’s diet, intake, and
exogenous factors,* it is often unknown who a potential DNA profile belongs to. Suppose
smart toilets would be installed in public facilities, such as governmental buildings, business
premises, hotels, pubs or theatres, it will be unknown which of the employees or visitors is
using the toilet and is providing the faecal input. However, this may differ when
wastewater analysis is combined with other forms of identification, such as cameras,
whether or not equipped with facial recognition software. Most jurisdictions around the
world do not allow organisations to monitor inside restrooms, but there is generally no
such prohibition on surveying outside restrooms, including monitoring those who enter
such facilities. This means that when there is only one toilet inside a restroom, the stool of
a person may be linked to an individual person.

42 Segal, N. L. (2020). COVID-19: Twin Research in Progress/Twin Research Reviews: Asthmatic and
Nonasthmatic Twins; Stanford University Study of Anal Prints; Twin Mammals and COVID-19; Twin
Delivery and the Three ‘Rs’/Mixed Media: The Rainman Twins—The Film; Twins Irish Pub; Twins
‘Covid and Corona’; Death of a Surgeon Who Separated Conjoined Twins; Twinco—Twin-Based
Supply Company. Twin Research and Human Genetics, 23(4), 259-263.

43 See inter alia: Mercan, S., Kuloglu, M., & Asicioglu, F. (2019). Monitoring of illicit drug consumption
via wastewater: development, challenges, and future aspects. Current Opinion in Environmental
Science & Health, 9, 64-72. Anand, U., Adelodun, B., Pivato, A., Suresh, S., Indari, O., Jakhmola, S., ...
& Di Maria, F. (2021). A review of the presence of SARS-CoV-2 RNA in wastewater and airborne
particulates and its use for virus spreading surveillance. Environmental Research, 110929. Walker,
N. L., Norton, A., Harris, ., Williams, A. P., & Styles, D. (2019). Economic and environmental
efficiency of UK and Ireland water companies: Influence of exogenous factors and rurality. Journal
of environmental management, 241, 363-373.
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Third, when more than one toilet is inside a restroom, identification would in principle be
difficult. This means that in principle, in such use cases, stool analysis will not fall under the
material scope of the right to data protection.** This may be different, however, when the
results of the analysis are either directly communicated to the user, e.g. giving her dietary
or medical advice, such as done at certain music festivals.*> Alternatively, this may be the
case when the results are used to make decisions, such as when a person with high blood
pressure is asked to leave the amusement park because it fears heart failure when that
person would use one of its roller-coaster. An example would be when a non-identified
person goes to the toilet in an amusement park and the toilet automatically warns that
person that she should leave the park immediately after their stool has been analysed. In
principle, when data is used to make decisions about a person, even although their exact
identity is unknown, the data is to be considered as personal data.*®

Fourth, going back to the scenario in which multiple family members use one smart toilet,
it might be argued that even in such a case, the toilet would be processing personal data
using the analogy with a personal computer used by multiple family members. The former
Article 29 Working Party has suggested that when a cookie is placed on such a computer,
or when the IP-address is used, for example, for behavioural advertising, this is considered
to fall under the data protection regime even although the cookie is processing personal
data by 4 or 5 family members.*” The Working Party even suggested that this might be true
for public computers. ‘A particular case would be that of some sorts of IP addresses which
under certain circumstances indeed do not allow identification of the user, for various
technical and organizational reasons. One example could be the IP addresses attributed to
a computer in an internet café, where no identification of the customers is requested. It
could be argued that the data collected on the use of computer X during a certain timeframe
does not allow identification of the user with reasonable means, and therefore it is not
personal data. However, it should be noted that the Internet Service Providers will most
probably not know either whether the IP address in question is one allowing identification
or not, and that they will process the data associated with that IP in the same way as they
treat information associated with IP addresses of users that are duly registered and are

44 The GDPR speaks of the ‘means reasonable likely to be used for identification. ‘To determine
whether a natural person is identifiable, account should be taken of all the means reasonably likely
to be used, such as singling out, either by the controller or by another person to identify the natural
person directly or indirectly. To ascertain whether means are reasonably likely to be used to identify
the natural person, account should be taken of all objective factors, such as the costs of and the
amount of time required for identification, taking into consideration the available technology at the
time of the processing and technological developments.” Recital 26 GDPR. This means that whether
a person is or is not identifiable depends on the circumstances of the case. It is not excluded that
when several people use one toilet, they may be identified individually, potentially with the use of
other means of identification. See also: Party, Data Protection Working. "Opinion 05/2014 on
Anonymisation Techniques." (2014).

4 <https://www.imec-int.com/en/the-netherlands/smart-toilet>.

46 Working Party 29, Opinion 4/2007 on the concept of personal data,
<https://ec.europa.eu/justice/article-29/documentation/opinion-
recommendation/files/2007/wp136_en.pdf>.

47 See also: Court of Justice, Case C-582/14 Patrick Breyer v Bundesrepublik Deutschland, 19 October
2016, ECLI:EU:C:2016:779.
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identifiable. So, unless the Internet Service Provider is in a position to distinguish with
absolute certainty that the data correspond to users that cannot be identified, it will have
to treat all IP information as personal data, to be on the safe side.”*® Consequently, in this
analogy, it could be argued that this would also apply to a toilet shared by one household,
and potentially, one that is used by many unspecified persons in a public facility. The
question is whether the toilet owner, the operator of the building, or the facility where the
toilet is located, and/or the sewage system operator knows who is using the toilet. It can
also concern whether they know for certain that the individuals using it cannot be
identified because many times, such will be uncertain or depend on the circumstances of
each particular case, the Working Party suggests erring on the safe side and treat all data
as personal data.

However, there are two important differences. First, IP addresses are commonly used as
direct actionable knowledge by advertisers — an IP address used to search for term A will
receive advertisement Al — while this is not the case for most use cases of smart toilets.
Apart from use cases in which direct feedback is given or direct action is taken upon stool
analysis, most forms of sewage monitoring can be used to identify patterns This can be
done either on an individual level, e.g., that a person’s blood pressure is high is something
that cannot be determined on the basis of one measurement,* because high blood
pressure at one specific moment might be caused by energy intensive activities. Or on an
aggregate level, e.g., 70% of the visitors of this music festival have used XTC. Second, the
level of precision is highly important to smart toilets, while this is not the case for personal
advertisements. If a personal computer is used to search for purple pumps and fishing gear,
advertisements may be simply shown of both types of products. The expected click rate,
the number of times users click on the advertisement, being low, personal advertisements’
main promise is to make advertisements somewhat more tailormade and not to target
persons with surgical precision. This is different for smart toilets. It is impossible to give
dietary advice or do a medical analysis if it is unknown whether of the say 20 toilet uses, 5
are by person A (20 years old, eating healthy), 5 are by person B (30 years old, eating
relatively heathy) and 10 are by person C (60 years old, with a bad eating habit) or that
these are all by the same person, with fluctuating levels of dietary healthiness.

Fifth, the problem becomes even more complex when excrement is not analysed before it
enters the sewage system, but just after, such as when a robot is placed in the sewage
system under a particular home. This is a use case developed by law enforcement agencies
for criminal investigations concerning drug consumption or production. Faeces contain
traces of drug use and the waste material of the production of chemical drugs is often
flushed down the drain. Such a robot is designed to measure certain substances related to
drug consumption or production constantly, and when these substances are found, to take
two or more samples of the wastewater. One of these robots, is called Micromole. ‘The
micromole system is able to periodically measure pH and conductivity of the sewage flow
and to trigger the sampling module for physical evidence gathering, whenever the pH and

8 1bid.
49 Which of course does not mean that an amusement park could not act on an individual
measurement anyway.
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conductivity measurements abruptly change as to match values that can be correlated with
an ATS [Amphetamine-Type Stimulants] waste spill in the sewage.”>®

It is unclear whether these samples would be permissible and acceptable as evidence in
criminal proceedings for three reasons. First, these systems are often imprecise. Second,
the analysis of the samples is an irreversible process. Third, especially with drug
production, the samples only contain waste material, but do not indicate who flushed that
material down the sewage. Consequently, these types of monitoring may be less suitable
for collecting hard evidence.>* However, they can be used for meeting the threshold of
having a ‘reasonable suspicion’ which is usually required when the police want to enter a
building. Such may be the case, for example, when sewage monitoring has established the
discharge of prohibited substances or material that could indicate drug production under
a specific home and law enforcement officers want to enter a building to verify that
suspicion and to collect evidence that is admissible in court.

In light of the right to data protection, similar arguments would apply. The fact that a toilet
is used to discharge waste material does not indicate who is responsible for that action, let
alone who is responsible for the drug production process. Obviously, under certain
circumstances, such might lead to identifiable data, when only one person has access to
the facility or toilet. Similarly, when flushing the toilet, urine and/or faeces mingles with
water, cleaning products that are used in the toilet, and left-over material from previous
users. In addition, chemical toilets add chemicals before draining the wastewater in the
sewage. Consequently, although sewage analysis might indicate that a sample contains
both traces of prohibited substance A and DNA of person B, it is incapable of providing with
certainty that person B used substance A. Whether such data analysis — linking prohibited
substance A to person B — will be considered the processing of ‘personal data’ for the
purposes of the GDPR will depend on the circumstances of the case. Yet, it seems likely
that if such analysis is used as actionable knowledge, either by the police, the sewage
system operator, or another organisation, such will be considered to fall under the scope
of the EU data protection regime.

Sixth, it might be argued that biological material gathered by such tools themselves should
be considered personal data. Indeed, the European Court of Human Rights (‘ECtHR’), in the
Marper case, found that DNA and biological material may indeed be considered ‘personal
data’.’? It stressed that ‘all three categories of the personal information retained by the
authorities in the present case, namely fingerprints, DNA profiles and cellular samples,
constitute personal data within the meaning of the Data Protection Convention as they
relate to identified or identifiable individuals.”? Consequently, it could be argued that
either anal prints or the excrement itself could be considered personal data. But as Lee

50 <http://micromole.eu/advanced-in/low-power-remote-monitoring/>.

51 See for a more elaborate discussion: Skorvanek, I., Koops, B. J., & Timan, T. (2019). Surveillance,
Criminal Procedure, and Regulatory Connection: the Case of Sewage Monitoring. Tilburg Law School
Research Paper Forthcoming.

52 Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data
(opened for signature 28 January 1981; in force 1 October 1985) ETS 108

53§ and Marper v United Kingdom (App no 30562/04 and 30566/04) ECtHR, 4 December 2008
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Bygrave explains, the conclusion of the ECtHR seems to apply only to that case and cannot
be interpreted as providing a general legal principle.>*

In addition, he suggests that there are both arguments against treating bodily material
itself as ‘personal data’ and in favour. His interpretation of ‘personal data’ ‘prevents
samples as such being treated as ‘information’, since the latter has a cognitive dimension
involving comprehension of what is represented by data. Further, treating data as
essentially a formalised representation of objects or processes makes it difficult to view the
body itself as data. Yet while difficult, it is perhaps not impossible. Although the entire
physical body of a person can scarcely be assimilated within the notion of ‘data’ as a
representation of (aspects of) that person, could not parts of the body be so assimilated?’
55 In Bygrave’s opinion, it can be argued that biological material which has been separated
from a person’s body and structured as a sample or set of samples with the intention of
providing information can function at the very least analogously to data. This means that
under this interpretation, the conceptual barriers to treating biological material as data are
not as profound as is sometimes assumed. Although consequently, it cannot be excluded
that excrement itself could be considered ‘personal data’, this is uncertain. For example,
when biological material of a person is gathered through sewage monitoring under a public
building, but there is no way of linking that material to a specific person, it is unlikely that
such will be considered ‘personal data’. This should be treated analogous to when a
fingerprint or limb of a person is found, without there being a possibility to establish whom
it belongs to.

Seventh, under the General Data Protection Regulation, a special regime applies to the
processing of biometric data: ‘personal data resulting from specific technical processing
relating to the physical, physiological or behavioural characteristics of a natural person,
which allow or confirm the unique identification of that natural person, such as facial
images or dactyloscopic data’.*® It could be argued that like finger prints, anal prints should
be considered biometric data when the technique would be sufficiently precise to allow for
individual identification. But here, there is difficulty too. For example, Catherine Jasserand
explains that biological material itself should not be considered biometric data, only the
identifying data pattern that is distilled from that raw material. ‘Some authors, as well as
the Article 29 WP, wrongly use the phrase 'raw (biometric) data' to designate a biometric
sample. Raw (biometric) data are, for example, a fingerprint, fingertip, iris, voice, etc. In the
absence of any technical processing through which the raw data are obtained, these fall
outside the scope of biometric data. The term 'raw data' should only be used as a synonym
of biometric characteristics.””” Whether the patterns and templates should be considered

54 Bygrave, L. A. (2015). Information concepts in law: Generic dreams and definitional daylight. Oxford
Journal of Legal Studies, 35(1), 91-120.

55 Bygrave, L. A. (2010). The body as data? Biobank regulation via the ‘Back Door’of data protection
law. Law, Innovation and Technology, 2(1), 1-25. See also: Bygrave, L. A. (2012). The data difficulty
in database protection. University of Oslo Faculty of law research paper, (2012-18).

56 Article 4 (14) GDPR.

57 Jasserand, C. A. (2016). Avoiding terminological confusion between the notions of ‘biometrics’ and
‘biometric data’: an investigation into the meanings of the terms from a European data protection
and a scientific perspective. International Data Privacy Law, 6(1), 63-76.
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personal data depends on the question whether they can be linked to a specific individual.
Again, as was discussed previously, this depends on the exactitude with which a sample
can be linked to a specific individual, which will be the case only in a limited number of use
case scenarios.>

Eighth, it could be argued that although no exact information can be derived from sewage
monitoring, the Working Party 29 has suggested that opinions and subjective beliefs will
fall under the scope of the EU data protection regime when linked to a specific person.>®
Thus, even if an organisation makes an educated guess or incorrect assumption about a
person, such as when a health insurer incorrectly assumes that a person is using drugs, and
takes action accordingly, or the police incorrectly believes a building is used for drug
production, and searches that building, such will be considered personal data.

Nineth, when decisions are made on general or statistical information, such will be treated
as falling under the EU data protection framework when they have an impact on an
individual person or small group.®® A question that cannot be answered in abstract is
whether the GDPR applies if decisions made on group or neighbourhood level. For
example, when a law enforcement authority surveys a specific neighbourhood to find
potential suspects, after sewage monitoring has indicated that drug production is likely to
take place in that neighbourhood, the question may arise whether that information (that
drug production is likely to take place in a specific neighbourhood) in itself qualifies as
personal data. Such will depend on the impact and the size of the group the data concerns.
Thus, if there are only two houses in the area that is surveyed (e.g. a remote area in the
periphery of the country), such may be the case, while if there are 1.000 homes, the GDPR
will generally not apply to statistical data about that area.

Finally, reference can be made to what is called the ‘composition effect” in light of
informational privacy and data protection. For example, one set of data may not in itself
reveal any personal data. However, when several datasets that in themselves do not
contain information that may be linked to a specific person are combined, a detailed
personal profile may arise. "Composition effects can take many forms. For instance,
releasing either the first half of a credit card number or the second would not allow
somebody to charge the card. But releasing both would—a composition effect that does
not fit into the earlier mould. While this example is extremely simplistic, popular approaches
to preserving privacy are vulnerable to similar composition effects both in theory and in
practice. 16 In many well-known re-identification attacks—including on the Netflix and AOL
datasets and Massachusetts medical records—purportedly anonymised data was
sufficiently rich to link to outside public sources of information. While these can be thought
of within the framework of composition effects and accumulated privacy risk, they should

58 Jasserand, C. (2016). Legal Nature of Biometric Data: From Generic Personal Data to Sensitive
Data. Eur. Data Prot. L. Rev., 2, 297.

59 Working Party 29, Opinion 4/2007 on the concept of personal data,
<https://ec.europa.eu/justice/article-29/documentation/opinion-
recommendation/files/2007/wp136_en.pdf>.

60 van der Sloot, B. (2020). The general data protection regulation in plain language. Amsterdam
University Press.
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not be taken as representative. Composition effects describe a more universal
phenomenon: the degradation of privacy protection resulting from multiple uses of data,
even if each use is intended to respect privacy. ®*

Thus, it could be argued that even when a health insurer or law enforcement authority will
not be able to derive any personal data from specific analysis of sewage material such may
yield identifiable information. This may be the case either when they perform structural
sewage monitoring activities and are able to connect the various dots, or when they are
able to combine data obtained through data analysis of wastewater with other data. Again,
whether this is so should be determined on a case-by-case basis, but a very basic example
may be the following. In a neighbourhood, law enforcement authorities can see that once
a week on a Saturday morning, 3AM, residual material that points to drug consumption is
flushed down the sewer. The neighbourhood is a quiet one, primarily inhabited by elderly
people, except for one house located at an isolated spot. This house is inhabited by three
men that are known to be unemployed, live of social welfare, but drive expensive cars.
Such will probably not be enough for the police to act upon, but when two or three other
data dots also point in the same direction, such may be enough to treat the sewage data
as reliable personal data.

4. Applicability of the right to privacy

The previous section suggested that, apart from the scenario in which the smart toilet is
used by one individual or several clearly identifiable individuals, there are many difficult
guestions about the extent to which the data protection regime applies. Among others, it
is uncertain to what extent bodily material itself will be considered personal data. It is
uncertain to what extent an anal print is a unique identifier similar to a fingerprint and it
will not always be clear how the data protection regime would apply when multiple
persons use one toilet. Such depends, inter alia, on what is considered personal data
exactly, whether there are additional data available to identify a person and whether the
information acquired through data analysis is used as actionable knowledge.

Even if the data protection regime would not apply, the right to privacy might. The right to
privacy, as protected by Article 8 of the European Convention on Human Rights, provides
protection to bodily integrity, home life and secrecy of correspondence. Paragraph 1 of
that provision states that: ‘Everyone has the right to respect for his private and family life,
his home and his correspondence.”®? This section will show that, similar to the right to data
protection, the various use cases of sewage monitoring raise a number of questions with
respect to the material scope of the right to privacy.

First, the right to the protection of one’s home life, in principle, is a very broad right. The
Court has stressed, inter alia, that if a person sleeps either permanently or temporarily in
an unconventional home, such as a car, such may be considered a "home’ for the purposes

61 Fluitt, A., Cohen, A., Altman, M., Nissim, K., Viljoen, S., & Wood, A. (2019). Data Protection's
Composition Problem. Eur. Data Prot. L. Rev., 5, 285.
62 Article 8 European Convention on Human Rights.
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of the Convention.® The Court has made clear that the property need not be owned to be
considered a home, for example if a person leases a flat. Neither needs the building be
legally occupied. Even when the building was leased by a partner and that partner dies, the
surviving spouse may claim that the building as their home. Caravans, second homes,
bungalows, and holiday homes may, under circumstances, be considered a home. Even a
company’s office can be a ‘home’,5 which also holds true for public buildings such as
restaurants.®® In such cases, the owner of the restaurant can claim that the restaurant is
their ‘home’. Consequently, the concept of ‘home’ is so broad that the Court made clear
that only buildings such as piggeries will not fall under it.%® In addition, when fumes, rays,
light, noise, or smog, enter the building, such may be considered an interference with a
person’s right to privacy.®”

Consequently, it could be argued that a ‘home’, in the interpretation by the European Court
of Human Rights, is a very broad and all-encompassing concept. Yet, the linking pin to
classifying the various facilities, and thereby providing them protection under Article 8
ECHR, is the personal tie an individual has with that building. Such a personal tie may exist
either because part of her private life is effectuated there or because such a facility is
central to other important aspects of her life, like as a professional working environment.
A smart toilet inside the home used for processing personal data would fall under home
life. Yet, it is highly unlikely that the same would be the case when robots monitor the
sewage right under a person’s home, let alone when such is done further down the pipeline
by a wastewater facility.%® The sewage is not traditionally seen as a place where important
and intimate aspects of a person’s life are executed, though it cannot be excluded that the
ECtHR would treat the sewage as part of the home. If it would, however, the question
would arise to what extent, and to what point, the sewage should be considered a part of
a person’s home and home life: 1 meter down the central sewage pipe, 10 meters, 100
meters?

Second, excrement flushed down the sewage could be likened to garbage put outside the
home.® Both excrement and garbage are waste products a person wants to dispose of,
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1993.

64 ECtHR, Stes Colas Est a.o. v. France, appl. no. 37971/97, 16 April 2002.
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66 ECtHR, Eveau and Fillon v. France, appl. nos. 63512/00 and 63513/00, 06 September 2005.
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though they may also reveal a great deal about a person’s private life. No jurisprudence is
available by the European Court of Human Rights on this point. What is clear though, is
that, other Courts have been hesitant to conclude that garbage falls under the protective
scope of the right to privacy, especially when put in public waste bins or left outside for the
garbage truck to pick up. For example, the American Supreme Court had to issue
judgement on the case of a person who was found guilty of third-degree possession of a
controlled substance and sentenced accordingly. The police had searched through his
garbage and found evidence of methamphetamine. The majority held that a warrantless
search of the defendant's garbage was reasonable ‘because a person has no reasonable
expectation of privacy in garbage set out for collection on the side of a public street because
garbage is readily accessible to other members of the public.””°

Still, it could be argued that the difference between searching garbage and sewage
monitoring is that the public does not have easy access to the wastewater; rather, to the
contrary, it is very difficult to gain access to the sewage. In addition, while no special
technological expertise is required to open a bag of garbage and to see what is in it,
analysing excrement and other material contained in wastewater requires cutting-edge
technology. Usually, only wastewater facilities, law enforcement agencies, and the owners,
or operators, of the sewage system have access to the sewage. In addition, while it is well
known that garbage can be searched, the general public is mostly unaware of the potential
of sewage monitoring. Hence, it could be argued that citizens still have a reasonable
expectation of privacy when they go to the toilet.

It could be argued that analysing bodily material could fall under the protection of bodily
integrity, also part of the realm of Article 8 ECHR. There are three closely related points in
this respect that are worth addressing: whether the processing of data that can be
extracted from the faeces should be considered an interference with the right to privacy
(third point), whether analysing faeces could be likened to body (cavity) searches (fourth
point) and whether the faeces as such could be considered to fall under the material scope
of the right to privacy (fifth point).

Third, the right to privacy provides protection to individuals with respect to all kinds of
aspects relating to a person’s bodily and psychological integrity. This applies to compulsory
tuberculin tests or chest x-rays,”* mandatory vaccination schemes,’? gynaecological
examinations,”® medical treatments,” and being forced to share an environment where
smoking is allowed.” Other examples include disciplinary measures, and punishments
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of privacy. BCJL & Soc. Just., 36, 14.
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inflicted by a school,”® psychiatric examination ordered by a Court,”” the requirement that
a prisoner produce a urine sample’® and a compulsory medical intervention, even if it is of
minor importance.” Bodily and psychological integrity may even extent to the right to
euthanasia,®® the right to abortion,® the positive obligation of the state to ensure access
to public buildings for the handicapped® and providing financial assistants for medical
treatment.® Tangentially, the Court has adopted a wide understanding of what falls under
the scope of the right to privacy. In part, this is due to the fact that in medical and health
related cases, the Court has stressed that ‘the notions of personal autonomy and quality of
life underpin the right to privacy,”® as well as a broader notion of ‘human dignity’.®
Accepting that these values underpin the right to bodily and psychological integrity has
allowed the Court to grant the right to privacy a very broad scope, including the processing
biometric data and aspects relating to a person’s body. For example, the ECtHR provides
protection to processing facial images; in ‘these cases, the registration and use of facial
images have been linked with the right to identity and autonomy’.®¢ The same applies to,
inter alia, being obliged to wear certain clothing or have a certain hair style at work or in
prison.®’

But it is questionable whether analysing excrement would be considered to undermine a
person’s dignity, autonomy, or identity. It is difficult to lay a direct link between a person’s
sense of self and their faeces. The Court usually reserves matters of identity to cases in
which a person is limited in being themselves or exploring their identity, though that does
not seem to be the case in most matters of sewage surveillance. In addition, a person’s
dignity can be interfered with, the Court has found, when they are subjected to degrading,
shameful, or otherwise humiliating treatment. Yet, this will presumably not be the case
with most matters of sewage surveillance. Finally, what the Court often finds of particular
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importance in matters concerning individual autonomy is that the body is entered in order
to extract material. ‘The taking of a blood and saliva sample from the applicant constitutes
a compulsory medical intervention which, even if it is of minor importance, must
consequently be considered as an interference with his right to privacy.’ Finally, what is
important to the Court is that such interventions are compulsory. For example, it does not
find that voluntary vaccination schemes harm a person’s privacy.® Each of these three
requirements are not fulfilled by sewage monitoring. Faeces are not considered deeply
linked to a person’s sense of self nor to her identity. The body does not need to be entered
to extract the material, rather it has already left the body, whereby there is no compulsion
to use the toilet, though it may of course be argued that citizens do not have a realistic
choice to avoid using it.

Fourth, building on the previous point, sewage monitoring could be likened to a body
(cavity) search, in particular, when the police use sewage monitoring for criminal law
purposes.®® Under modern interpretations of the law, body (cavity) searches do not only
include physical intrusions by law enforcement officials, but also other ways of extracting
information about a person’s body. The ECtHR, as discussed above, has indeed suggested
that x-rays and other visual forms of bodily intrusion may fall under the material scope of
Article 8 ECHR.?* However, because the faeces have already left the body, no physical,
visual, or other intrusions, are required for sewage monitoring. Hence, it is questionable to
what extent Courts would liken the analysis of stool and the potential information about a
person’s body or physical make-up that can be extracted from that as an interference with
a person’s body.

Fifth, and closely connected to the previous two points, stool could be likened to other
bodily material. On the one hand, material such as hair or nails after they have been cut at
a barbershop or pedicure are usually legally qualified as residual material and considered
a res nullius. This is, material with no personal, economic or societal value, over which the
former owner no longer holds sway.®? On the other hand, it might be argued that in certain
jurisdictions, people still have certain rights over limbs or other parts of their body that
have been detached from their body, such as after an accident or a medical procedure.®?
For example, when finger or hand was torn off during a car crash, the former owner might
reclaim ownership over that bodily part to prevent it from being locked, sealed, destroyed,
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or used for scientific purposes. At the same time, it seems unlikely that a Court would find
that the emotional attachment of a person to her stool is similar to that of a hand or a leg.
Subsequently, the European Court of Human Rights has accepted that two forms of
surveillance can fall under the scope of Article 8 ECHR: targeted surveillance (the sixth point
below) and untargeted surveillance (the seventh point below).

Sixth, targeted surveillance is recognised by the Court. For example, where the telephone
or internet communications of a specific person or group is monitored by law enforcement
authorities because they are suspected of engaging or having engaged in unlawful conduct.
Similar forms of surveillance take place in the sewage, such as when the police has
indications that drugs may be produced at a certain building or home, whereby a robot is
placed under that home to analyse wastewater. Consequently, although there are
similarities, it is still clear that there is one big difference: traditional targeted surveillance
falls under the material scope of the right to privacy because Article 8 ECHR provides
protection to the privacy of correspondence. The Court has reserved the notion of
correspondence for interhuman communication via post, telephone, e-mail, internet, or
digital devices. Consequently, it must be assumed that targeted sewage surveillance
cannot fall under this aspect of the right to privacy, until the ECtHR determines otherwise.

Seventh, the Court has also accepted another form of surveillance may fall under the scope
of Article 8 ECHR, namely untargeted surveillance and the collection of metadata. This
typically involves the communications data of large groups or the population as a whole
that are harvested to find signals of potential criminal activities or terrorist cells. The ECtHR
has accepted that mass surveillance and bulk interception of metadata falls under the
scope of Article 8 ECHR, even although collecting and analysing metadata does not violate
the privacy of correspondence directly (as these data do not concern the content of
communication). This is so because it can give a detailed picture of a person’s life. The
Court has stressed, among other items, that it is ‘not persuaded that the acquisition of
related communications data is necessarily less intrusive than the acquisition of content.” It
also stressed, inter alia, that the related communications data ‘could reveal the identities
and geographic location of the sender and recipient and the equipment through which the
communication was transmitted. In bulk, the degree of intrusion is magnified, since the
patterns that will emerge could be capable of painting an intimate picture of a person
through the mapping of social networks, location tracking, Internet browsing tracking,
mapping of communication patterns, and insight into who a person interacted with.”**

On the one hand, it could be argued that mass surveillance is similar to the use case of
sewage monitoring in which robots are deployed by law enforcement authorities to float
through the sewage system and to constantly monitor wastewater on the presence of
prohibited substances. On the other hand, there are clear differences between untargeted
sewage surveillance and untargeted interception of communications data. For example,
with bulk interception of metadata, intelligence agencies and law enforcement authorities
are able to connect the datapoints to specific individuals and to distil patterns of their
communications and behaviour from that data. For example, a person phones to Yemen 5

9 ECtHR, Big Brother Watch and Others v. The United Kingdom, application nos. 58170/13, 62322/14
and 24960/15, 13 September 2018, § 356.
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times a day, visits conservative religious websites, and joins internet fora on which persons
with a terrorist past are active. The technology to conduct untargeted sewage monitoring
is, so far, not that precise. To be similarly precise, the police would, for example, need to
monitor all sewage water of a city for a whole month, not just to measure levels of certain
substances in general, but on the level of individual faeces. It would need to assess each
faecal input and would need to distil patterns (e.g., concerning diet, health, drug use, etc.)
on a personal level. This, however, is not the case so far, though it is not excluded that in
time, such extensive surveillance technologies would be introduced.

Eighth, the ECtHR has stressed that a chilling effect may constitute an interference with the
right to privacy.®® For a chilling effect to exist, there need not be a real intrusion (either
physical or non-physical): the threat or possibility thereof may be enough. A good example
may be the case of Colon v. the Netherlands.® In this case, the applicant complained that
the designation of a security risk area by the Burgomaster of Amsterdam violated his right
to respect for privacy as it enabled a public prosecutor to conduct random searches of
people over an extensive period in a large area without this mandate being subject to any
judicial review. The government, to the contrary, argued that the designation of a security
risk area or the issuing of a stop-and-search order had not in itself constituted an
interference with the applicant’s private life or liberty of movement. Since the event
complained of, several preventive search operations had been conducted and in none of
them had the applicant been subjected to further attempts to search him. This was,
according to the government, enough to show that the likelihood of an interference with
the applicant’s rights was so minimal that this deprived him of the status of victim. The
Court stressed: ‘In principle, it is not sufficient for individual applicants to claim that the
mere existence of the legislation violates their rights under the Convention; it is necessary
that the law should have been applied to their detriment. Nevertheless, Article 34 entitles
individuals to contend that legislation violates their rights by itself, in the absence of an
individual measure of implementation, if they run the risk of being directly affected by it;
that is, if they are required either to modify their conduct or risk being prosecuted, or if they
are members of a class of people who risk being directly affected by the legislation.”’

It went on to explain that it was ‘not disposed to doubt that the applicant was engaged in
lawful pursuits for which he might reasonably wish to visit the part of Amsterdam city
centre designated as a security risk area. This made him liable to be subjected to search
orders should these happen to coincide with his visits there. The events of 19 February 2004,
followed by the criminal prosecution occasioned by the applicant’s refusal to submit to a
search, leave no room for doubt on this point. It follows that the applicant can claim to be
a “victim” within the meaning of Article 34 of the Convention and the Government’s
alternative preliminary objection must be rejected also.”® The applicant was left only the
choice between two evils: either he avoided traveling to the capital city of the Netherlands

9 Stoycheff, E., Liu, J., Xu, K., & Wibowo, K. (2019). Privacy and the Panopticon: Online mass
surveillance’s deterrence and chilling effects. New media & society, 21(3), 602-619.
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or he risked being subjected to surveillance activities. This was enough for the Court to
accept a victim-status, which it has reaffirmed in later jurisprudence.®®

The analogy to sewage monitoring is obvious. If people are aware that in their
neighbourhood or city, sewage monitoring will be applied, they may be mindful about what
they flush down the drain.’® When their sewage is, or might be monitored, they are faced
with a choice: either they subject to monitoring or they avoid using the sewage or use
obfuscation techniques, for example buying chemical toilets.®* However, the case is
different in that there is hardly a choice not to use the toilet, while there is a realistic choice
not to go to the capital of Amsterdam. Whether, consequently, citizens would really avoid
using the toilet when aware of the possibility that their stool could be monitored is unsure.
Rather, it seems likely that they would buy chemical toilets or use other ways to blur the
data obtained through sewage analysis.

Ninth, it could be argued that although sewage monitoring cannot be brought under one
of the classic aspects of the legal right to privacy, people also have privacy in public spaces.
Under American law, people cannot generally rely on privacy in public spaces and only have
marginal ‘expectation of privacy’.1%? Still, even in the US, there are cases in which Courts
make exceptions® and in literature, it is sometimes argued that when data collection in
the public domain is of a systematic and structural nature, such may amount to a privacy
violation. ‘The mosaic theory of the Fourth Amendment holds that, when it comes to
people’s reasonable expectations of privacy, the whole is greater than the sum of its parts.
More precisely, it suggests that the government can learn more from a given slice of
information if it can put that information in the context of a broader pattern, a mosaic.”**

In Europe, courts have generally made clear that people also enjoy a right to privacy in the
public domain. This even concerns celebrities and royalty. For example, Caroline Von
Hannover, the princess of Monaco, had spent more than ten years in unsuccessful litigation
in German courts. She alleged that as soon as she left her house, she was constantly
hounded by paparazzi who followed her every daily movement, be it crossing the road,
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fetching her children from school, doing her shopping, going out walking, engaging in sport,
or going on holiday. Accepting that there had been an inference with the applicant’s private
life, the European Court of Human Rights assessed whether the domestic courts had struck
a fair balance between the applicant’s right to privacy and the press’ right to freedom of
speech. It considered that anyone, even if they are known to the general public, must be
able to enjoy a ‘legitimate expectation’ of privacy. Increased vigilance in protecting private
life, it stressed, is necessary to contend with new communication technologies which make
it possible to store and reproduce personal data, adding that ‘the distinction drawn
between figures of contemporary society “par excellence” and “relatively” public figures
has to be clear and obvious so that, in a State governed by the rule of law, the individual
has precise indications as to the behaviour he or she should adopt. Above all, they need to
know exactly when and where they are in a protected sphere or, on the contrary, in a sphere
in which they must expect interference from others, especially the tabloid press.’*%

In addition, people may even have a reasonable expectation of privacy when they have
themselves disclosed private information. For example, in Pay v. UK (2008), in which the
applicant had joined the Lancashire Probation Service and was involved in the treatment
of sex offenders. He was also the director of Roissy, an organisation that advertised its
services on the internet as the builder and supplier of BDSM products and the organiser of
BDSM events and performances. A photograph of the applicant, wearing a mask, with two
semi-naked women was also circulated. Roissy was registered at the applicant’s address
and its website included links to a number of BDSM websites which advertised various
events and included photographs of the applicant and others, semi-naked, performing acts
which the accompanying text indicated had taken place at a local private members’ club
and involved male domination over submissive women. He was fired from work because
his behaviour was seen as incompatible with his treatment of sex offenders. The ECtHR
acknowledged that the nature of the applicant’s acts was shown in the internet
photographs and referred to in advertisement. It acknowledged that the applicants
conduct and openness about it ‘could give rise to doubts as to whether the applicant’s
activities may be said to fall with the scope of private life and, if so, whether [] there has
been a waiver or forfeiture of the rights guaranteed by Article 8. The Court notes, however,
that the applicant’s performances took place in a nightclub which was likely to be
frequented only by a self-selecting group of like-minded people and that the photographs
of his act which were published on the internet were anonymised’.*%®

That is why the ECtHR was prepared to assess the case on the assumption that the
applicant had a reasonable expectation of privacy and could rely on his rights provided by
Article 8 ECHR. Consequently, even if people ‘give up’ their privacy over their stool by
voluntarily disposing of it and flushing it down a public sewage system, it can be argued
that they do not intend that material or data derived from it to be disclosed to a broad
audience — but at most to the sewage system operator or water management facility - so
that they may invoke a right to privacy under Article 8 of the European Convention on
Human Rights. However, this analogy would depend on the possibility of sewage system
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operators, law enforcement authorities or other organisations to link back the data derived
from sewage monitoring to a specific individual or household.

Finally, even if sewage monitoring would not fall under either of the concepts linked to the
right to privacy, if it not considered analogous to mass surveillance and cannot be likened
to the reasonable expectation of privacy people have in the public domain. Still, when
decisions are made upon the data derived from sewage monitoring that impact a person’s
private life, such would be considered to fall under the scope for Article 8 of the European
Convention on Human Rights. For example, when a health insurer would decide, on the
basis of sewage monitoring, no longer to issue insurances in a specific neighbourhood, such
might have an impact on the private life of the persons living there. However, whether such
a decision would or would not fall under the scope of Article 8 ECHR cannot be established
in general, if only because acting upon general statistical information on a population level
will generally not be treated as having an impact on a person’s right to privacy. This
determination will generally depend on two factors: (1) the impact a decision has on a
person’s freedom, personality or autonomy (the more impact a decision has on these
aspects, the sooner it will be linked to a person’s right to privacy) and (2) the size of the
group covered by the data (the smaller the group, the sooner a decision will be linked to a
person’s privacy).

5. Legitimacy

It is impossible to discuss the various use cases of sewage monitoring in detail because
many of them are still developing. Instead, this section will briefly touch upon a handful of
legal questions that sewage monitoring would raise when either the right to data
protection, the right to privacy, or both, would apply.

First, if the data protection regime applies, one of the basic requirements would be the
‘necessity’ requirement,?” which entails, inter alia, that a technique is effective in light of
the goal that is pursued.®® If ineffective, it would not be necessary to process personal data
for that goal. There are many questions regarding the exactitude of sewage monitoring,
such as individual recognition via either faeces or anal prints and the feasibility of sewage
monitoring for law enforcement purposes. For example, investigatory journalists from
several European countries joined in a project'® analysing how EU-research budgets were
spent, and one funded project was assigned to develop a robot for sewage monitoring:
Micromole. The article was critical about the results of these funded research projects and
in particular zoomed in to the case of sewage monitoring.

‘One of those technologies was called MicroMole, developed at a cost of 5.4 million euros
by the Fraunhofer Institute for Integrated Circuits (IIS). The technology involved sensors for
wastewater pipes to detect if a drug laboratory was in operation in a certain apartment or

107 See inter alia Article 5 § 1 sub ¢, d and e GDPR.
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home. Ring-shaped devices were to analyze the wastewater in the search for
amphetamines and then transmit the data back to headquarters. But to wire a single town
such that halfway reliable data could be produced, tens of thousands of the sensors would
have been needed, installed at each joint in the sewage system. And even if the enormous
effort had been undertaken to assemble the necessary sensors and install them on the pipes
buried beneath the city streets, results would have been inexact. Judges would hardly have
been likely to issue search warrants for an entire block on the basis of such weak evidence.
MicroMole is just one of countless projects that devoured huge sums of money and
produced meager results.”**° If technology is that ineffective, gathering large amounts of
data about citizens will not pass the test of necessity and proportionality, or that of
subsidiarity, as deploying other investigatory tools would be more effective.!

Second, the data protection regime underlies the purpose limitation principle.'*? The
potential of sewage monitoring is both its strength and its weakness, namely that from
wastewater and excrement, a wealth of information can be extracted, such as nutrient
diet, medicine intake, drug use or production, and the prevalence of diseases, etc. '3 If an
insurer covers the costs for a smart toilet in order to advise a patient suffering from
diabetes type 2 on diet, exercise, and medicine use, but finds that that patient is also highly
likely to produce drugs, it is unclear whether the obligations relating to medical
confidentiality prevent it from informing law enforcement authorities.*'* Paradoxically,
ethical questions might arise when the police are conducting sewage surveillance under a
specific home, and finds that a person may be suffering from early stage cancer: should the
police have the obligation to inform the person of such fact, even if that means aborting
secret surveillance activities?*>

Third, if smart toilets are able to perform analysis on an individual level, either on the basis
of faecal input, anal prints, or additional means of identification, such as camera’s hanging
outside a restroom, the question of legitimate grounds for processing personal data
arises.''® For smart toilets placed inside a person’s home, the people living there might give
informed consent. But such would already be substantially more difficult when they have
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visitors that want to use the toilet.'?” Explaining to them in detail what data may be
extracted from their excrement, who has access to those data, and under which conditions,
might take considerable time.*® Obtaining a legal ground for processing becomes even
more difficult when smart toilets are placed in public facilities.''® Just hanging a signpost
or general leaflet on the side of the wall does not result in explicit, active, and unambiguous
consent, for the purpose of the GDPR.'? It is also unlikely that any other of the ground
mentioned in Article 9 GDPR would apply to monitoring faeces at an individual level,*?*
apart from sewage monitoring of specific suspects by the police. For example, general
sewage monitoring on a population level to be used in the fight against the Corona virus,
the GDPR would most likely not apply and would thereby provide a ground for processing
under the protection of public health.

Fourth, many of the sewage monitoring systems deployed at an individual level allow for
automatic decision making.?? Potentially, smart toilets can be connected to databases of
general practitioners or pharmacists, to make decisions about drug prescription or
treatment. Also, health insurers might want to have access to such data and may determine
the costs for the insurance based on faecal research, but such items remain hypothetical.*??
If they would become real, Article 22 GDPR would apply, paragraph holding: ‘The data
subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or
similarly significantly affects him or her.” However, paragraph 2 stresses that that
prohibition will not apply if the decision: ‘(a) is necessary for entering into, or performance
of, a contract between the data subject and a data controller; (b) is authorised by Union or
Member State law to which the controller is subject and which also lays down suitable
measures to safeguard the data subject's rights and freedoms and legitimate interests; or
(c) is based on the data subject's explicit consent.” Furthermore, paragraph 4 stresses that
such decisions may even be based on sensitive personal data when the data subject has
given explicit consent or when a substantial public interest is at stake. Such an exception
may apply when automatic decision making is connected to the use of a smart toilet to
which a person has agreed or when a smart toilet in a public facility could detect traces of
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a virus (e.g., of Covid19) — whereby public health concerns would conceivably warrant
action.

Law enforcement agencies already experiment with such systems for automatic decision
making. For example, agencies use a robot for untargeted sewage surveillance, where that
robot automatically decides to move toward the locus of where a certain substance is
discharged in order to gather criminal evidence. Another situation is where law
enforcement agencies place a robot under a facility to give the police a sign when the
sewage is used to discharge waste from drug production, in order to swiftly raid the
building and catch the perpetrators while engaged in criminal activities.*?* These types of
actions have legal consequences and can have a significant impact on a person, but the
Law Enforcement Directive'?> does not prohibit such automated decision making. Rather,
it specifies: 1. Member States shall provide for a decision based solely on automated
processing, including profiling, which produces an adverse legal effect concerning the data
subject or significantly affects him or her, to be prohibited unless authorised by Union or
Member State law to which the controller is subject and which provides appropriate
safeguards for the rights and freedoms of the data subject, at least the right to obtain
human intervention on the part of the controller. 2. Decisions referred to in paragraph 1 of
this Article shall not be based on special categories of personal data referred to in Article
10, unless suitable measures to safeguard the data subject's rights and freedoms and
legitimate interests are in place.”*?® Consequently, whether such use cases are prohibited
depends on the legal regime in place.'?’

Fifth, when untargeted sewage monitoring is likened to untargeted collection of metadata
and would consequently be said to fall under the material scope of Article 8 ECHR, it is
important that the European Court of Human Rights requires States to lay down detailed
regulations.'?® Elaborate legal regimes exist for the purpose of targeted monitoring of
individuals or small groups suspected of criminal activities in most jurisdictions. Usually, a
judge or public prosecutor needs to give prior authorisation to law enforcement agencies
based on a reasonable suspicion before they can start their monitoring activities. In
addition, the person monitored needs to be informed, after the investigations have been
finalised, of the fact that she was subject to targeted surveillance measures and about
whether or not charges will be pressed. When applying this regime to bulk surveillance,
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the problem is twofold.??® On the one hand, legal regimes are often not designed to cover
these forms of surveillance. For example, the very notions of reasonable suspicion and
prior authorisation does not apply to untargeted surveillance.'* On the other hand,
because every citizen or large parts of the population are subjected to bulk interception,
they cannot be informed individually. This means that there are neither substantial ex ante
checks on the use of power nor ex post claims by citizens that challenge the legitimacy of
these types of measures.!3!

That is why the Court has stressed that additional legal safeguards should be implemented
in laws authorising untargeted surveillance and to implement detailed rules on at least nine
points. (1) Accessibility of the domestic law. (2) Scope of application of secret surveillance
measures. (3) The duration of secret surveillance measures. (4) Procedures for processing
the data. (5) Authorisation procedures. (6) Ex post supervision of the implementation of
secret surveillance measures. (7) Conditions for communicating data to and receiving data
from other parties. (8) Notification of interception of communications. (9) Available
remedies.’3? This means that when untargeted sewage surveillance would be
implemented, either by the police in terms of locating drug producers, or by public facilities
using smart toilets in a non-individualizable manner to find facts about drug consumption
or health risks of customers or visitors, detailed legal regimes would need to be
implemented on at least these nine points.

Finally, when public organisations use sewage surveillance either for combatting crime or
for public health reasons, such would need to pass the necessity test. Paragraph 2 of Article
8 European Convention on Human Rights specifies: ‘There shall be no interference by a
public authority with the exercise of this right except such as is in accordance with the law
and is necessary in a democratic society in the interests of national security, public safety
or the economic well-being of the country, for the prevention of disorder or crime, for the
protection of health or morals, or for the protection of the rights and freedoms of others.’
With regard to the ‘accordance with the law’ criterion, such would require a law specifying
detailed rules on the nine points previously mentioned. With respect to finding a public
interest for sewage monitoring, such would not be a problem, as it would be either in the
interest of the public in light of the protection of public safety or the prevention of disorder
and crime or for the protection of health. This leaves the necessity test, which is commonly
interpreted by the Court as a balancing test. ‘Establishing that the measure is necessary in
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a democratic society involves showing that the action taken is in response to a pressing
social need, and that the interference with the rights protected is no greater than is
necessary to address that pressing social need. The latter requirement is referred to as the
test of proportionality. This test requires the Court to balance the severity of the restriction
placed on the individual against the importance of the public interest.’*33

It is obviously impossible to know what the Court would determine on this point vis-a-vis
the wide range of potential use cases for sewage monitoring. Two points are important.
On the one hand, it could be argued that sewage monitoring is a potentially highly invasive
form of surveillance that can result in very detailed and diversified data patterns about
individuals or the population at large. Even if not linked to specific individuals, the fact that
certain groups, for example immigrants, have a higher prevalence of certain diseases or
that in immigrant neighbourhoods, drug consumption is higher, might be used and abused
by all kinds of parties. On the other hand, the Court has on many occasions stressed that
countries do not only have negative obligations, that is, the obligation to not interfere with
the human rights of citizens, unless it is strictly necessary. Governments also have the
positive obligation to ensure that the population is safe and healthy.'** Given the fact that
drug use can do harm to individual health and can lead to domestic violence and that waste
material dumped in the sewage or in the environment can lead to environmental harm and
higher costs for wastewater treatment. Given that drug production can lead to drug
violence of criminal gangs and associated violence, it can be argued that states have
positive obligation to conduct sewage monitoring to keep its population safe. The same
may be argued for conducting sewage monitoring in order to benefit the health of the
general population. For example, if it is known that a significantly higher number of
children are suffering from obesity, the government might invest in healthy food programs
or in educating more medical professionals that are trained to deal with the consequences
of obesity, such as diabetes or heart and vascular diseases.

6. Conclusion

Sewage monitoring is a new form of surveillance that is still in its infant years. It is unclear
how the various technologies that are currently being developed will be implemented in
practice. Yet, there are several use cases that are currently tested. Among them are the
use of smart toilets for medical diagnoses, sewage monitoring for determining the
prevalence of diseases and viruses such as Covid19, and the analysis of wastewater from
specific homes or areas in order to identify drug production facilities. In addition, smart
homes and cities are built that incorporate sewage surveillance as a central element and
toilets are introduced that can identify individuals on the basis of their unique anal print.
When installed in public buildings, smart toilets could make a wealth of information about
individual citizens available to governmental organisations, restaurants and other public
facilities.
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Oxford, p. 209.

134 Mowbray, A. (2004). The development of positive obligations under the European Convention on
Human Rights by the European Court of Human Rights. Bloomsbury Publishing.
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Although these developments can clearly have a big impact on the individual freedoms of
citizens and their rights, it is not a given that either the right to data protection or the right
to privacy or both would apply. Apart from the smart toilet being used by one individual or
several clearly identifiable individuals, it may be difficult to apply the data protection
regime. It is uncertain to what extent bodily material itself should be considered personal
data, to what extent an anal print is a unique identifier similar to a fingerprint and there
are obstacles to distilling individual patterns from mixed or polluted water. Even if the data
protection regime would not apply, however, it could be argued that the broader right to
privacy does. However, similar questions arise. Although the concept of ‘home’ is
interpreted broadly by the ECtHR, it is unlikely that the sewage under the home will be
considered part of it. In addition, although there are arguments in favour of treating bodily
parts as falling under the scope of the right to privacy, there are also arguments against,
such as that there is generally no link between a person’s excrement and their sense of self
and autonomy of dignity. Finally, different form bulk interception of metadata, sewage
monitoring is not sufficiently precise to identify individual faecal patterns.

If either of these two regimes would apply, sewage monitoring would raise a number of
difficult legal questions. Not all of these questions have been discussed in detail. This is
because there are so many legal questions and because many of the use cases are still
developing. One issue would definitely be the effectiveness of sewage monitoring
activities, for example by law enforcement authorities, about which there are doubts. In
addition, the purpose limitation principle could block a number of potentially more avant
garde applications of sewage surveillance. Apart from explicit consent by residents of a
home equipped with a smart toilet and sewage monitoring of specific suspects by the
police, it will be difficult to find a legitimate ground for processing personal data. With
respect to the right to privacy, the ECtHR would require an elaborate legislative regime for
untargeted forms of sewage surveillance, at least on the nine points. (1) Accessibility of the
domestic law. (2) Scope of application of secret surveillance measures. (3) The duration
of secret surveillance measures. (4) Procedures for processing the data. (5) Authorisation
procedures. (6) Ex post supervision of the implementation of secret surveillance measures.
(7) Conditions for communicating data to and receiving data from other parties. (8)
Notification of interception of communications. (9) Available remedies. Finally, whether
the ECtHR would find sewage monitoring necessary in a democratic society would depend
on the circumstances of the case. In general, sewage monitoring is a highly invasive
technique that can yield unprecedented amounts of detailed and sensitive data. However,
it can help the fight against drug production and associated violence and can be used to
yield data on public health aspects, such as Covid19 outbreaks.

Whether the current privacy and data protection regimes adequately tackle the issue of
sewage monitoring should be carefully scrutinised and debated, both in scholarly
literature, in the regulatory context and preferably also by the general public as it raises
important questions related to privacy, public health, and law enforcement. Although
some use cases seem to fall under the scope of these regimes, others do not, and if they
do, only under certain circumstances. It should be assessed whether this is justified or
whether additional regulation is necessary to regulate specific use cases currently falling
outside the existing legal frameworks. In addition, because sewage monitoring is so
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different from most traditional forms of data collection, deployed either for public health
or criminal law purposes and because the technique is potentially so invasive, it might be
prudent to carefully verify whether the current conditions, checks and balances, to assist
in providing a regulatory oversight are sufficient to ensure that sewage monitoring does
not become the darkest of all surveillance tools.



